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Stream vs block encryption



Stream cipher

Encryption and decryption process
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Block cipher

Encryption and decryption process




Selected examples of stream ciphers
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The critical for security is to correctly seed and re-seed LFSR modules.



Selected examples of stream ciphers
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The critical for security is to correctly seed and re-seed of all register.



One Time Pad



One Time Pad

The most secure cryptographic approach

Vernam (1917)
Key: of1fof1]1]1]ofJof1]o0
Plaintext: 1/1/o/ofof1][1]o]o0]o0

Ciphertext: | 1|0 ]o]l1]1]of1]o]1]0

More precisely: m,c, k € {0,1}"
c=E(k,m)=k&@ m , D(kc)=kDc

Indeed, for all k, m: D(k, E(k, m)) =k @D (kb m)=m



One Time Pad

The most secure cryptographic approach

Vernam (1917)

Key: o(1(0(1]|1)1]0]0/|1]0O0 o
Plaintext: 1,1 0,0 0|11 0,00
Ciphertext: | 1[0 [0 1 ]1]of1]o]1]0 No Force to Brute Force

More precisely: m,c, k € {0,1}"
c=E(k,m)=k@ m , D(k,c)=kc

Indeed, forallk, m:  D(k, E(k, m)) =k @ (ké® m) =m



Stream ciphers based on chaotic
systems



Chaos vs deterministic chaos

What does wikipedia have to say about it?

Chaos theory

From Wikipedia, the free encyclopedia

For other uses, see Chaos theory (disambiguation) and Chaos (disambiguation).

Chaos theory is an interdisciplinary area of scientific study and branch of mathematics focused on underlying patterns and deterministic laws of
dynamical systems that are highly sensitive to initial conditions, and were once thought to have completely random states of disorder and irregularities.
1 Chaos theory states that within the apparent randomness of chaotic complex systems, there are underlying patterns, interconnection, constant
feedback loops, repetition, self-similarity, fractals, and self-organization.[zl The butterfly effect, an underlying principle of chaos, describes how a small
change in one state of a deterministic nonlinear system can result in large differences in a later state (meaning that there is sensitive dependence on
initial conditions).[3] A metaphor for this behavior is that a butterfly flapping its wings in Brazil can cause a tornado in Texas.4II6]

Small differences in initial conditions, such as those due to errors in measurements or due to rounding errors in numerical computation, can yield widely
diverging outcomes for such dynamical systems, rendering long-term prediction of their behavior impossible in general.m This can happen even though
these systems are deterministic, meaning that their future behavior follows a unique evolution'® and is fully determined by their initial conditions, with
no random elements involved.®! In other words, the deterministic nature of these systems does not make them predictable.!' %'l This behavior is
known as deterministic chaos, or simply chaos. The theory was summarized by Edward Lorenz as:!'?

Chaos: When the present determines the future, but the approximate present does not approximately determine the future.



Butterfly effect

What does wikipedia have to say about it?

Butterfly effect

From Wikipedia, the free encyclopedia

For other uses, see Butterfly effect (disambiguation).

In chaos theory, the butterfly effect is the sensitive dependence on initial conditions in which a small change in one state of a deterministic
nonlinear system can result in large differences in a later state.

The term is closely associated with the work of mathematician and meteorologist Edward Norton Lorenz. He noted that the butterfly effect is
derived from the metaphorical example of the details of a tornado (the exact time of formation, the exact path taken) being influenced by
minor perturbations such as a distant butterfly flapping its wings several weeks earlier. Lorenz originally used a seagull causing a storm but
was persuaded to make it more poetic with the use of butterfly and tornado by 1972.11l2] He discovered the effect when he observed runs of
his weather model with initial condition data that were rounded in a seemingly inconsequential manner. He noted that the weather model
would fail to reproduce the results of runs with the unrounded initial condition data. A very small change in initial conditions had created a
significantly different outcome. !



The application of chaotic systems In cryptography

In stream ciphers
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The Butterfly Effect, also known as deterministic chaos, is a phenomenon where small differences in... [+] LARRY BRADLEY
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The application of chaotic systems in cryptography
Continuous-time chaotic system - Lorenz system

d

d_z.: — U(y — 33)9

dy Analogy to a pseudo-random generator.

dt Security-critical is the variety of seed=initial conditions.
d

— = Ty — Bz.



The application of chaotic systems in cryptography
Continuous-time chaotic system - Lorenz system
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Chaotic stream cipher - real case



Chaotic stream cipher
Logistic map as a PRBG
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Chaotic stream cipher

Logistic map as a PRBG - implementation
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FIGURE 2: Six different maps in fixed-point arithmetic.



Chaotic stream cipher

Logistic map as a stream cipher module
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FIGURE 18: Hardware realization of Pseudo-Random Number Gen-
erator.
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FIGURE 19: Stream cipher system for encryption applications.



Chaotic stream cipher

Logistic map as a stream cipher module - real case

(a)

F1GURE 21: Standalone image encryption system. (a) Decrypted image. (b) Encrypted image.
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Chaotic stream cipher

Logistic map as a stream cipher module - security assessment
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Chaotic stream cipher

Implementation issue

z entropy

Article
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Complexity of Simple, Switched and Skipped Chaotic

Maps in Finite Precision

Maximiliano Antonelli ¥**'"' Luciana De M

and Osvaldo Anibal Rosso 3%

Logistic map is interesting because it is representative of the very large family of quadratic maps.

Its expression is:
Xpi1 =4 xn (1 —xp) (10)

with x,, € R.
Note that to effectively work in a given representation it is necessary to change the expression of
the map in order to make all the operations in the chosen representation numbers. For example, in the

case of LOG the expression in binary fixed-point numbers is:

1—:
X,+1 = 4 € floor { X . ) } (11)

with € = 275 where B is the number of bits that represents the fractional part.



Chaotic stream cipher

PRBG example with sources
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Whiteboard exercise with students In the classroom

What is the most important security issue of encrypted data using stream ciphers?






Hash

General idea nad SHA-2 family

. SHA-224
e SHA-256
e SHA-384
e SHA-512

e SHA-512/224
* SHA-512/256

Hash Value h
(fixed length)



Hash

Selected uses

e store passwords
* ensure data integrity
e secure authentication
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SHA256

Teaching example - sha256algorithm.com

Input..

Apple

Message block - 512 Bits

10000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

)

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

1. Encode the input to binary using

iCloud

&

Google

Wikipedia Facebook

@ sha256algorithm.com

Twitter Linkedln The Weather Channel

% ¢

TripAdvisor

(%

Dodawanie wit...e Apple (PL)

©

(

+

Created by @manceraio / §)

UTF-8 and append a single '1' to 1it.

2. Prepend that binary to the message
block.

3. Append the original message length
(0, @ in decimal) at the end of the
message block as a 64-bit big-endiar

integer.

4. Add 447 zeros between the encoded
message and the length integer so
that the message block 1s a multiple
of 512. In this case 0 + 1 + 447 + 64
= 512




