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Block cipher vs stream cipher



Stream encryption and Block encryption
Is it possible to determine which approach is the most secure?

Source (11.10.22) https://crypto.stackexchange.com/questions/33100/does-a-stream-cipher-provide-perfect-secrecy 


Source (11.10.22): https://techblogmu.blogspot.com/2018/05/what-are-block-ciphers-explain-with-examples-the-ecb-and-cbc-modes-of-block-ciphers.html 



AES history



AES as successor to DES algorithm
NIST competition

In 2001, the NIST calls for a successor to the DES algorithm. 


Five algorithms were proposed MARS, Rivest Cipher 6, Serpent, Twofish and 
Rijndael.


NIST selected AES after an analysis that took into account factors such as 
security, performance, flexibility and implementation approaches.


A summary was published in Federal Information Processing Standards 197.



AES vs Rijndael
When Rijndael became the AES?

Source (15.10.22): https://stackoverflow.com/questions/748622/differences-
between-rijndael-and-aes 



AES vs Rijndael
When Rijndael became the AES?

Source (10.10.22): https://csrc.nist.gov/csrc/media/projects/cryptographic-standards-and-guidelines/documents/aes-development/rijndael-
ammended.pdf 



AES vs Rijndael
When Rijndael became the AES?

Source (10.10.22): https://csrc.nist.gov/csrc/media/projects/cryptographic-standards-and-guidelines/documents/aes-development/rijndael-
ammended.pdf 



AES vs Rijndael
When Rijndael became the AES?

Source (10.10.22): https://csrc.nist.gov/csrc/media/projects/cryptographic-standards-and-guidelines/documents/aes-development/rijndael-ammended.pdf 



AES algorithm



Advanced Encryption Standard
FIPS Publication

Source (9.10.22): http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 



Brute force attack
Key length and algorithm

Source (11.10.22): https://www.atpinc.com/blog/what-is-aes-256-encryption

Discussion with students about the article from 
https://www.eetimes.com/


as additional teaching content.


Source (11.10.22) https://www.eetimes.com/how-secure-is-aes-against-brute-force-attacks/



AES 
What the algorithm contains?

Source (11.10.22): http://www.tutorialspoint.com/cryptography/advanced_encryption_standard.htm 

Key length vs. number of rounds:


• 128 bits = 9 rounds


• 192 bits = 11 rounds


• 256 bits = 13 rounds




AES 
What the algorithm contains?

SubBytes


Transformation a block of data using S-Box.


ShiftRows


Bytes are shifted according to block sizes.


MixColumns 


Each column is multiplied by the matrix. The 
bytes being multiplied are considered  as 
polynomials, not as numbers. When results 
have more than 8 bits, the extra bits are 
cancelled out by XORing the binary 9-bit string 
100011011 with the result. 


AddRoundKey 

Opration with a new key for the round


Source (11.10.22): http://www.tutorialspoint.com/cryptography/advanced_encryption_standard.htm 



AES 
External support material from YouTube for teaching uses



AES: subkey generation
External support material from YouTube for teaching uses



AES: subBytes
External support material from YouTube for teaching uses

Source (11.10.22): http://www.tutorialspoint.com/cryptography/advanced_encryption_standard.htm 



AES: subBytes, S-BOX
External support material from YouTube for teaching uses



AES: subBytes, S-BOX
Example of transformation



AES: ShiftRows
Transformation on current matrix values



AES: subBytes, S-BOX
Example of transformation



AES: MixColumns
External support material from YouTube for teaching uses

key content on YouTube video: 

from 09:32 and 28:30



Encryption modes



Recommendations for encryption modes

Discussion with students 

Why encryption modes are important


 for the security 

of using the AES algorithm?




Encryption modes
ECB - the weakest mode

Source (17.10.22): https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation 



Encryption modes
CBC

Źródło: https://web.njit.edu/~goodman/Math227/Lab1/logistic_demo.html

Discussion with students 


What is the role of the IV?


Source (17.10.22): https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation 



Encryption modes
External support material from YouTube for teaching uses



Encryption modes
CFB

Source (17.10.22): https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation 



Encryption modes
IV - initialization vector

Source(29.11.22): :https://crypto.stackexchange.com/questions/1312/using-a-non-random-iv-with-modes-other-than-cbc



Implementation issues



AES: reference implementation
External support material from YouTube for teaching uses



AES - a bug-free implementation
Independent approaches alone vs. industrial approaches

Discussion with students 


Are student implementations of the AES algorithm secure?




Cryptographic IPCores
Open Source Code



Cryptographic IPCores
Open Source Code



Cryptographic IPCores
Open Source Code



Cryptographic IPCores
Commercial

Źródło:http://www.algotronix-store.com/category_s/23.htm



Cryptographic IPCores
Commercial



Cryptographic IPCores
Commercial



Discussion



Check questions

1. What the security of the AES algorithm is based on?


2. What is the role of encryption modes?


3. Does the security of the AES algorithm depend on how it is implemented? 
If so explain it with an example?


