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Lecture outline

1. Public and private key


2. RSA and key exchange protocols


3. RSAvisual as a education tool


4. ECC


5. ECCvisual as a education tool


6. Discussion



Asymmetric cryptography
Idea 

Source: https://github.com/nakov/Practical-Cryptography-for-Developers-Book/blob/master/asymmetric-key-ciphers/ecc-encryption-decryption.md



Asymmetric cryptography



RSA
Background

External video for teaching purposes - analysis during the lecture: 
1. https://www.khanacademy.org/computing/computer-science/cryptography/modern-crypt/v/intro-to-rsa-encryption

2. https://www.khanacademy.org/computing/computer-science/cryptography/modern-crypt/v/diffie-hellman-key-exchange-part-2



RSAVisual
How to understand it?

Source: https://pages.mtu.edu/~shene/NSF-4/



ECC

ECC - Elliptic-Curve Cryptography and is the newest encryption method. It is 
used with the ECDSA digital signature algorithm, which is characterized by 
high security, increased efficiency and shorter key lengths.


Like any public key cryptography, ECC is based on mathematical functions 
that are easy to compute in one direction, but very difficult to reverse. In the 
case of ECC, the difficulty lies in the infeasibility of calculating the discrete 
logarithm of a random element of an elliptic curve with respect to a commonly 
known base point, or in the "discrete logarithm problem of an elliptic curve”



ECC
Background

Source: https://cryptohack.org/courses/elliptic/bg/

Some external example: https://www.allaboutcircuits.com/technical-articles/elliptic-curve-cryptography-in-embedded-systems/



ECC
How to understand it?

Source: https://pages.mtu.edu/~shene/NSF-4/





ECDSA

Elliptic Curve Digital Signature Algorithm (ECDSA) offers a variant of the Digital Signature 
Algorithm (DSA) which uses elliptic-curve cryptography.




Some external example:  
https://cryptobook.nakov.com/digital-signatures/ecdsa-sign-verify-messages




RSA vs ECC
Key length

Source: 

Aitzhan, Nurzhan Zhumabekuly, and Davor Svetinovic. "Security and privacy in decentralized energy trading 
through multi-signatures, blockchain and anonymous messaging streams." IEEE Transactions on Dependable and 
Secure Computing 15.5 (2016): 840-852.


