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Lecture outline

1. Threat modeling @ system level 

2. Attack types 

3. HTTPS, TLS 

4. CA & Certificates 

5. Vulnerabilities: CVSS, CWE, CVE 

6. Standardization of security approach  



Attacks in cryptography
What is the practicality of their implementation and execution?
• Brute force attack


• Ciphertext-only attack


• Chosen plaintext attack


• Chosen ciphertext attack


• Known plaintext attack


• Key and algorithm attack


• Differential cryptanalysis


• Linear cryptanalysis


• Side channel attacks


• Replay attacks


• Man-In-The-Middle


• Birthday Attack



HTTPS, TLS
As representative examples of protocols

Source:Kolamunna, H., Chauhan, J., Hu, Y., Thilakarathna, K., Perino, D., Makaroff, D., & Seneviratne, A. (2016). Are 
wearable devices ready for HTTPS? Measuring the cost of secure communication protocols on wearable devices. 
arXiv preprint arXiv:1608.04180.

In HTTPS, the communication protocol is encrypted 
using Transport Layer Security (TLS) or, formerly, 
Secure Sockets Layer (SSL). 


The protocol is therefore also referred to as HTTP 
over TLS, or HTTP over SSL.



CA & Certificates
Certificate Authority (CA)

Certification authority (CA) is an entity that:


• stores, 


• signs, 


• issues digital certificates. 


A digital certificate certifies the ownership of a public key by the named subject of the certificate. 


This allows others (relying parties) to rely upon signatures or on assertions made about the 
private key that corresponds to the certified public key. 


A CA acts as a trusted third party—trusted both by the subject (owner) of the certificate and by 
the party relying upon the certificate.[



CA & Certificates
Certificate Authority (CA)

Source (09.12.22): https://en.wikipedia.org/wiki/Certificate_authority



CA & Certificates
Authorization certificate

In computer security, an attribute certificate, or authorization certificate (AC)is a digital 
document containing attributes associated to the holder by the issuer.


When the associated attributes are mainly used for the purpose of authorization, AC is called 
authorization certificate.



CA & Certificates
Authorization certificate - contents

• Version


• Holder


• Issuer


• Signature algorithm


• Serial number


• Validity period


• Attributes


• Signature value



Vulnerabilities
Basic terms

• Vulnerability: a bug, flaw, weakness, or exposure of an application, system, 
device, or service that could lead to a failure of confidentiality, integrity, or 
availability. 


• Threat: the likelihood or frequency of a harmful event occurring. 


• Risk: the relative impact that an exploited vulnerability would have to a 
user’s environment. 




CVSS
What does wikipedia have to say about it?



CVSS
Numeric system

Numeric system for define the potential threat individual components pose to a system.


• 0.0 = No threat to the system


• 0.1-3.9 = Low


• 4.0-6.8 = Medium


• 7.0-8.9 = High


• 9.0 - 10.0 = Critical


The lower the score, the less risky the vulnerability poses to the entire system, whereas 
a 10.0 score needs to be addressed immediately.



Where to find professional information about CVSS?
[https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=51198]



Where to find professional information about CVSS?
[https://www.first.org/cvss/v3-1/]



FIRSR.org
What do they do?



Who is using CVSS?
Utility rationale

• Vulnerability Bulletin Providers 


• Software Application Vendors 


• User Organizations: 


• Vulnerability Scanning and Management: 


• Security (Risk) Management: 




CVSS
Metric groups

CVSS is composed of three metric groups: Base, Temporal, and 
Environmental, each consisting of a set of metrics


Source (12.12.22): https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=51198



CWE 
What does wikipedia have to say about it?



CVE 
What does wikipedia have to say about it?



Standardization of security approach 
RFC

Selected examples (20.12.22): https://www.rfc-editor.org/rfc/rfc7696



Standardization of security approach 
NIST - What does wikipedia have to say about it?



Standardization of security approach 
Some NIST standards

Full source (29.11.22): https://csrc.nist.gov/CSRC/media/Presentations/NIST-Cryptographic-Standards-Their-Adoptions-in/images-media/ispab_june-11_crypto-
standards_lchen.pdf



Standardization of security approach 
FIPS - What does wikipedia have to say about it?



Standardization of security approach 
FIPS types

FIPS 137 (Federal Standard for Linear Predictive Coding)


FIPS 140 (Security requirements for cryptography modules)


FIPS 153 (3D graphics)


FIPS 197 (Rijndael / AES cipher)


FIPS 199 (Standards for Security Categorization of Federal Information and Information 
Systems)


FIPS 201 (Personal Identity Verification for Federal Employees and Contractors)



Standardization of security approach 
FIPS 140 - 4 levels of security

• FIPS 140-2 Level 1 the lowest, imposes very limited requirements; loosely, all components 
must be "production-grade" and various egregious kinds of insecurity must be absent.


• FIPS 140-2 Level 2 adds requirements for physical tamper-evidence and role-based 
authentication.


• FIPS 140-2 Level 3 adds requirements for physical tamper-resistance (making it difficult for 
attackers to gain access to sensitive information contained in the module) and identity-based 
authentication, and for a physical or logical separation between the interfaces by which 
"critical security parameters" enter and leave the module, and its other interfaces.


• FIPS 140-2 Level 4 makes the physical security requirements more stringent, and requires 
robustness against environmental attacks.



Standardization of security approach 
Validation process for FIPS 140-2

Source (16.12.22): https://en.wikipedia.org/wiki/FIPS_140-2



Standardization of security approach 
FIPS 140-2

Source (18.12.22): https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/fips140-2/fips1402ig.pdf



Standardization of security approach 
DMTF - What does wikipedia have to say about it?



Standardization of security approach 
SPDM threat model

Source (19.12.22): https://www.dmtf.org/sites/default/files/standards/documents/DSP2058_1.2.0.pdf



Standardization of security approach 
SPDM over MCTP 

Source (19.12.22): https://www.dmtf.org/sites/default/files/standards/documents/DSP2058_1.2.0.pdf



Standardization of security approach 
DMTF (SPDM protocol) - external video for teaching purposes


