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Lecture outline

1. Root of Trust (ROT)  and Chain of Trust 

2. Secure boot: FW signing, SVN, Key revocation 

3. SGX, TDX 

4. Threat Detection Technology (TDT) 

5. Device attestation 

6. PUF 

7. Supply chain security 

8. Security & Ethic



Root of Trust, Chain of Trust
How others explain it?

Source (15.12.22): https://globalplatform.wpengine.com/wp-content/uploads/2018/05/GlobalPlatform-Chains-of-Trust-16May2018.pdf



Root of Trust, Chain of Trust
Idea examples from GlobalPlatform

Source(17.11.22): https://en.wikipedia.org/wiki/Chain_of_trust



Firmware
What does wikipedia have to say about it?



Code signing
What does wikipedia have to say about it?



FW signing
What is the significance of this? Secure boot.

The signed signature is added to the firmware when it is distributed. The processor 
calculates its own hash and will only load an image whose hash matches that signed by 
a certificate it trusts.


Source (1.12.22): https://store.chipkin.com/articles/signed-firmware



Firmware Signing Process
By Open Compute Project

Source (30.11.22): https://www.opencompute.org/documents/ibm-white-paper-best-practices-for-firmware-code-signing



FW signing
Some related examples

Analysis of an example from the website: 
https://www.intel.com/content/www/us/en/docs/programmable/683642/21-3/authentication-and-authorization-
s10-fm.html 



External example
Firmware Verified Boot Crypto Specification -  The Chromium Projects

Source (01.12.22): https://www.chromium.org/chromium-os/chromiumos-design-docs/verified-boot-crypto/



UEFI Secure Boot

Source  (12.12.22): https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot



Intel Stratix 10 SoC Secure Boot Design Example
Overview

Source (20.12.22): https://www.rocketboards.org/foswiki/Documentation/S10SecureBootDemoDesign



Firmware Development Resources
Firmware development from edge to cloud and across all layers

Source (15.12.22): https://www.intel.com/content/www/us/en/developer/topic-technology/firmware/overview.html  



SVN
SVN significance in project work



Key revocation
NIST Special Publication



Key revocation
What for?

A possible function in the lifecycle of a cryptographic key; a process whereby a notice is made available to affected entities 
that the key should be removed from operational use prior to the end of the established cryptoperiod of that key.


Key revocation is used in cases where : 

1) the authorized use of a key needs to be terminated prior to the end of the established cryptoperiod of that key, 


2) a key whose usage period has expired has been compromised. A key may be revoked for administrative reasons (e.g., 
the key’s owner has left the organization, or a device containing the key has been removed from service), or it may be 
revoked on an emergency basis if there is reason to believe that it may have been disclosed to or otherwise accessed by an 
unauthorized entity. 


In either case, a cryptographic key should be revoked as soon as feasible after the need for revocation has been 
determined.


Additional external material for teaching purposes during the lecture: 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf



Trusted computing
What does wikipedia have to say about it?



Device Attestation
Remote Attestation

This advanced feature allows a hardware entity or a combination of hardware and software to gain a 
remote provider's (also known as the relying party) or producer's trust.


Remote attestation gives the relying party increased confidence that the software is running: 
+Inside an Intel® Software Guard Extension (Intel® SGX) enclave

+On a fully updated system at the latest security level (also referred to as the trusted computing base 
[TCB] version)


Attestation results provide: 
+The identity of the software being attested

+Details of an unmeasured state (such as the execution mode)

+An assessment of possible software tampering



Intel® TDT 
Overview

Advanced hardware-accelerated threat detection of ransomware and cryptomining 
attacks.


Integrated into vendors’ software to improve security efficacy and performance.


Increases threat detection efficacy on Intel® vPro platform PCs.


CPU telemetry and optimized driver technology help identify hundreds of events 
(with minimal CPU impact), while ML algorithms reduce false positives and 
increase detection efficacy.




Types of Attacks Intel® TDT Helps Defend Against
Malicious cryptomining, Ransomware



How Intel® TDT Works
High level

Intel TDT, a feature of Intel® Hardware 
Shield, uses GPU offload and CPU 
telemetry to accelerate and enable 
advanced threat defenses such as 
AMS and real-time malware detection.




Intel® TDT 

https://www.intel.com/content/www/us/en/content-details/754494/advanced-threat-protections-white-paper-intel-threat-detection-
technology-amp-intel-control-flow-enforcement-technology.html?wapkw=Threat%20Detection%20Technology%20


DEMO: https://www.intel.co.uk/content/www/uk/en/architecture-and-technology/demos/hardware-threat-detection.html 

Additional external material for teaching purposes during the lecture: 



SGX, TDX



Intel® Software Guard Extensions (Intel® SGX)

Intel® Software Guard Extensions (Intel® SGX) is a unique technology that 
helps protect data while it’s actively in use. 


Rather than excluding sensitive data from analytics or AI models, businesses 
using Intel Xeon Scalable processors can create protected data enclaves with 
Intel SGX. 


These isolated environments can enable businesses to extract value from their 
most sensitive data while helping to keep it confidential.




Intel® Software Guard Extensions (Intel® SGX)

Intel® SGX allows user-level code to allocate private regions of memory, called enclaves, which are 
designed to be protected from processes running at higher privilege levels. Only Intel® SGX offers such a 
granular level of control and protection.


Intel® Software Guard Extensions (Intel® SGX) helps protect data in use via unique application isolation 
technology. Protect selected code and data from modification using hardened enclaves with Intel SGX. 
Play Video. Play. Mute.




Intel® Software Guard Extensions (Intel® SGX)

Confidential computing using Intel Xeon Scalable processors with Intel SGX helps close this 
gap by better protecting data in use. Intel SGX is the most deployed, researched and battle-
tested confidential computing technology for data centers on the market today. 


Intel SGX allows you to create encrypted enclaves within the CPU and memory that help 
protect data from access by anything other than authorized, verified application code. The 
hypervisor, OS, and even administrators with root access can’t see the data inside the Intel 
SGX enclave. 


Confidential computing allows the extraction of insights or training of models from sensitive 
data without exposing it to other software, collaborators, or your cloud provider. This opens 
wide possibilities for businesses to harness data that was previously too sensitive or regulated 
to activate for analytics and other purposes.




Intel® Software Guard Extensions (Intel® SGX)
Use case



Intel® Trust Domain Extensions (Intel® TDX)
Intel® Trust Domain Extensions (Intel® TDX) is introducing new, architectural elements to help deploy hardware-
isolated, virtual machines (VMs) called trust domains (TDs). Intel TDX is designed to isolate VMs from the virtual-
machine manager (VMM)/hypervisor and any other non-TD software on the platform to protect TDs from a broad 
range of software. These hardware-isolated TDs include:


1. Secure-Arbitration Mode (SEAM) – a new mode of the CPU designed to host an Intel-provided, digitally-signed, 
security-services module called the Intel TDX module.


2. Shared bit in GPA to help allow TD to access shared memory.


3. Secure EPT to help translate private GPA to provide address-translation integrity and to prevent TD-code fetches 
from shared memory. Encryption and integrity protection of private-memory access using a TD-private key is the 
goal.


4. Physical-address-metadata table (PAMT) to help track page allocation, page initialization, and TLB consistency.


5. Multi-key, total-memory-encryption (MKTME) engine designed to provide memory encryption using AES-128- XTS 
and integrity using 28-bit MAC and a TD-ownership bit.


6. Remote attestation designed to provide evidence of TD executing on a genuine, Intel TDX system and its TCB 
version.



Intel® Trust Domain Extensions (Intel® TDX)
What for?

Intel TDX is designed to isolate VMs from the virtual-machine manager 
(VMM)/hypervisor and any other non-TD software on the platform to protect 
TDs from a broad range of software.



Physical Unclonable Function (PUF) 
General Idea

Source(15.11.22): https://cryptography.gmu.edu/research/pufs.php

Question to discuss with students at lecture:

 


What is the application of PUFs?



How does PUF work?
Selected architecture - ARBITER

Source: Yanambaka, Venkata P., Saraju P. Mohanty, and Elias Kougianos. "Making use of 
manufacturing process variations: A dopingless transistor based-PUF for hardware-assisted 
security." IEEE Transactions on Semiconductor Manufacturing 31.2 (2018): 285-294.



PUF types
Implementation issues

Source (11.11.22): https://en.wikipedia.org/wiki/Types_of_physical_unclonable_function



Supply chain in microelectronics
From idea to chip

Source: Rostami, Masoud, Farinaz Koushanfar, and Ramesh Karri. "A primer on 
hardware security: Models, methods, and metrics." Proceedings of the IEEE 102.8 
(2014): 1283-1295.



Supply chain
Where to attack? 

Source: Vashistha, N., Rahman, M.T., Shen, H. et al. Detecting Hardware 
Trojans Inserted by Untrusted Foundry Using Physical Inspection and 
Advanced Image Processing. J Hardw Syst Secur 2, 333–344 (2018). 
https://doi.org/10.1007/s41635-018-0055-0

Or is it just fabrication?



Hardware Trojan
Main classification

Source (23.01.22): https://www.allaboutcircuits.com/news/most-significant-cyberattack-in-history-prompts-questions-supply-chain-security/



How can a hacker help us?
Ethical issues in cryptography

Ethical hacker is a security expert who penetrates a computer system, network, 
application or other computing resource on behalf of its owners and with their 
authorization. 


Organizations are using ethical hackers to find potential security vulnerabilities that 
can be exploited by hackers.


Additional external material for teaching purposes during the lecture: 
https://www.techtarget.com/searchsecurity/definition/ethical-hacker



